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Veeam Data Platform 23H2 Update
What’s New

Early threat detectionNEW

AI-powered built-in Malware Detection Engine 
performs low-impact inline entropy and file 
extensions analysis during backup for immediate 
detection 

Proactive threat huntingNEW

Backup anomalies are instantly reported into 
ServiceNow and other SIEM tools of your choice so 
you can immediately perform triage and reduce 
further risk to your data

Get a second opinionNEW

Let your cyber-threat tool report infections directly 
into the Veeam Incident API, marking existing 
restore points as infected or trigger backup

Avoid reinfectionNEW

YARA content analysis helps to pinpoint identified 
ransomware strains to prevent reintroduction of 
malware into your environment 

Automate clean recoveryENHANCED

Perform orchestrated recovery of an entire 
environment using malware-free restore points 

Recover with precisionNEW

Perform point-in-time recovery to the moment prior 
to infection with the I/O Anomaly Visualizer, 
ensuring the lowest possible data loss thanks to 
Veeam CDP

Guarantee survivalNEW

Prevent accidental or malicious deletion or 
encryption of backups by employing a zero-trust 
architecture, “Four-eyes” admin protection and 
immutable backups 

Verify security and complianceENHANCED

Ensure recovery success with automated scans using 
the Security & Compliance Analyzer, leveraging 
infrastructure hardening and data protection best 
practices

Put the spotlight on malwareNEW

Highlight threats, identify risks and measure the 
security score of your environment in the Veeam 
Threat Center

Detect and identify cyberthreats
Respond and recover faster from 

ransomware
Secure and compliant protection 

for your data
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Also Available: 

Veeam Data Platform 
Editions

Backup and 
Recovery

Monitoring 
and Analytics

Recovery 
Orchestration

Ransomware 
Warranty (add-

on)

Premium

Advanced

Foundation

Supporting product 
components

Veeam Backup 
& Replication

Includes AWS*, Azure* and Google

Veeam 
ONE

Veeam Recovery 
Orchestrator

Veeam Offering Portfolio

• Veeam Data Platform 
Essentials for Small Business

• Veeam Backup for 
Microsoft 365*

• Veeam Backup for 
Salesforce

• Kasten K10 
by Veeam

* Available also in Veeam hosted BaaS offerings

Service Provider Offerings

• Purpose-built offerings for Service Providers

• Veeam Service Provider Console – remote-managed backup and DR 

• Veeam Cloud Connect – off-site backup and DRaaS

https://propartner.veeam.com/vcsp-partner-success-center
https://www.veeam.com/service-provider-availability-console.html
https://propartner.veeam.com/veeam-cloud-connect-toolkit
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Veeam Data Platform 23H2 New Features by Edition

Inline Malware detection
Syslog Integration
Veeam Incident API
I/O Anomaly Visualizer
Multi-admin Authorization
Backup of Object Storage
AI Powered Assistant
CDP Enhancements
Enterprise updates for IBM, HPE, 
SAP HANA, Dell and NetApp

All features of Foundation +

Veeam Threat Center
YARA Rules
Key Management System (KMS) 
Integration
ServiceNow Integration
Real time reporting, analysis and 
issue remediation

AdvancedFoundation Premium

All features of Advanced +

DR to cloud with automated 
network quarantine
Recovery plan testing with 
malware scanning
In-guest scripts for Azure
Testing for CDP plans
Compliance and automated, 
clean and tested recovery


